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Abstract. The critical infrastructure system is determined by subsystems essential for the functioning of the state (such 
as energy, transport, and emergency services). Disruption to the function of these subsystems would have serious effects 
on state security, the state economy, and the provisioning of the inhabitants’ basic human needs. Links connect these sub-
systems (i.e., sectors, subsectors, and elements), and these links ensure that certain subsystems are integrated into each 
other. Their interactions are derived from the type and intensity of the mutual link. The interlinked subsystems can thus 
be divided into influencing and dependent ones. The aforementioned mutual links in the critical infrastructure system 
allow, amongst other things, the spread of impacts of disruptive events amongst the subsystems via cascading effects. Dis-
ruptions to the performance of an influencing subsystem may have negative effects on a dependent subsystem, resulting 
in the spread of cascading effects in the critical infrastructure system. Such effects are often difficult to predict, which re-
duces the responsiveness of the dependent subsystems. Road transport is one of the most significant influences on critical 
infrastructure subsystems. For this reason, the article focuses on an indication of the negative effects of disruption of road 
infrastructure elements on dependent subsystems. The article describes the role of road infrastructure in the context of the 
critical infrastructure system. Defines the dependent subsystems of road infrastructure, categorises the negative effects, and 
presents a possible approach to assessing the adverse effects of disruption road infrastructure performance on dependent 
subsystems. 

Keywords: critical infrastructure, road transport, performance disruption, cascading effect, dependent subsystems.

Introduction

Critical infrastructure is the term used to describe the 
system in which the core infrastructures essential for the 
required operation of the state are protected. A failure of 
any of these infrastructure elements can threaten the se-
curity and economy of the state or inhabitants security 
(EUCO 2008). The importance of these infrastructures 
and the topicality of the topic is evidenced, among other 
things, by the proposal for a new directive of the European 
Parliament and of the Council (EC 2020) addressing the 
strengthening of the resilience of critical infrastructure 
entities (Rehak 2020). One of the fundamental sectors of 
the critical European infrastructure is transport, allowing 
smooth traffic on roads. The primary aim in the context of 
smooth traffic on roads is to provide the overall required 

performance. The performance of road infrastructure ele-
ments can be evaluated from the aspect of their capacity 
and transport intensity (Patrman et al. 2019). Capacity is 
defined as the maximum sustainable passage of traffic over 
a certain period under given road and transport condi-
tions (Jamal 2017). In contrast, intensity expresses the 
number of vehicles that can pass through a given road 
section during a specific period (Cools et al. 2010; Led-
vinová 2008).

The entire critical infrastructure system consists of 
subsystems (i.e., sectors, subsectors, and elements) that 
determine its individual levels. Subsystems have a hierar-
chical nature, which means that the elements determine 
the subsectors, the subsectors determine the sectors, and 
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together they make up the entire system. There are links 
between specific subsystems through which failures can 
spread in the system. There can be various types of these 
failures. In their publication, Rinaldi et  al. (2001) give 
3 types of failures: (1) common, (2) escalating, and (3) 
cascading. Cascading failures can be considered the most 
significant type of failure spread in a critical infrastructure 
system (Rehak et al. 2018). They can cause other failures 
in the system and the associated disruption or failure of 
other infrastructures (known as a cascading effect).

One can view the solution to the cascading effect spread 
within the critical infrastructure from several aspects. By 
way of occurrence, one can divide the approaches into 
holistic and reductionist (De Porcellinis et al. 2009). The 
reductionist approach works with the basic components 
of the critical infrastructure (known as elements), and it 
then describes the development of the entire system based 
on their behaviour. In contrast, the holistic approach deals 
with the individual sectors or subsectors within the critical 
infrastructure. In their publication, Setola and Theochari-
dou (2016) differentiate between the 3 main approaches 
to modelling the cascading effect spread: (1) holistic, (2) 
topologic, and (3) simulation-based. Holistic models use 
simplified models, and they model the sectors and sub-
sectors of critical infrastructure as individual entities. 
Amongst other things, they can include the method of 
the Input–output Inoperability Model (IIM). IIM typically 
uses financial data and is based on the assumption that 
the influence of various infrastructures can be deduced 
from their economic influence. Setola et al. (2009), Kelly 
(2015), Liu and Xu (2013), and others have investigated 
this method. The topologic (structural) approach comes 
within the group of network-based approaches. The es-
sence of these approaches is the assumption that all infra-
structure is composed of identical elements, consequently 
composed of nodes on a graph. There are certain relations 
between the nodes. The topologic approach then identi-
fies the state of each element (node or connection), which 
may have values fully functional or entirely nonfunctional. 
Stergiopoulos et  al. (2015), Bompard et  al. (2009), Min 
et  al. (2007), and others have researched this approach. 
Simulation-based approaches are distinguished by an at-
tempt to find dependencies arising from the behaviour 
of individual system components and parts. Johansson 
and Hassel (2010), Ouyang et al. (2009), Poljanšek et al. 
(2012), and others have researched this approach. In his 
publication, Ouyang (2014) gives an overview of other ap-
proaches.

A cascading effect may spread through various critical 
infrastructure subsystems. It can spread through differ-
ent subsystems or within one subsystem. In their work, 
Zimmerman and Restrepo (2009) outline the way that a 
cascading effect spreads through selected critical infra-
structure subsystems. This theme has been researched by 
MacDermott et al. (2014), Barrett et al. (2010) and Serre, 
Heinzlef (2018), amongst others. From the general traffic 
aspect, cascading effects have been researched by Dekker 

and Panja (2021), He et al. (2019) and Cats, Hijner (2021), 
amongst others. Cascading effects within specific trans-
port subsystems have been researched, e.g., by Lam and 
Tai (2020), Johansson and Hassel (2010) and Chopra et al. 
(2016) (i.e., in railway transport); Fekete (2020), Rehak 
et al. (2020) and Basak et al. (2019) (i.e., in road trans-
port); Cumelles et al. (2021), Du et al. (2018) and Pyrgio-
tis et al. (2013) (i.e., in air transport).

In conclusion, it must be stated that none of the cit-
ed articles covers only the cascading spread of impacts 
caused by a disruption to the performance of the road 
infrastructure on dependent subsystems. However, iden-
tifying the cascading spread of impacts within a critical 
infrastructure system is a powerful predictive tool allow-
ing a timely reaction and minimisation of these impacts. 
For this reason, this article aims to define the dependent 
subsystems of road infrastructure and categorise the ad-
verse effects in the event of its disruption. In Section 1,  
critical road infrastructure subsystems are presented, and 
links between them are defined. In Section 2, depend-
ent subsystems of road infrastructure are presented. The 
performance of road infrastructure elements is defined in 
Section 3. In Section 4, assessment of impacts on depend-
ent subsystems arising from disruption to road infrastruc-
ture elements’ performance is presented. It combines as-
sessing the resilience of dependent subsystems, assessment 
of the intensity of the link, assessment of disruptive event 
intensity and comprehensive approach assessing impacts 
of disruption to performance of road infrastructure ele-
ments on dependent subsystems that consists of 7 steps 
is presented. Conclusions are available in the last section.

1. Critical road infrastructure subsystems  
and the links between them

The term subsystems of critical road infrastructure can de-
scribe the main transport structures included in the road 
network. In road transport, significant motorway sec-
tions, tunnels, bridges, rail level crossings and crossroads 
are generally described as elements of critical infrastruc-
ture (Dvořák et al. 2017; Sventekova et al. 2017; AllTraIn 
2015). The specified elements can be sub-divided into  
3 groups according to their topological structure: (1) point,  
(2) line, and (3) areal (Rehak et al. 2019).

Specific subsystems can interact within a system based 
on existing links. These links can exist on the horizontal 
and vertical levels. The horizontal level indicates links in 
the area of the subsystem, i.e., between sectors (such as 
transport or energy), subsectors (such as road or electric-
ity) or elements (such as highways, tunnels, bridges or 
power plants). The vertical level then represents the links 
between subsystems, i.e., between elements and subsectors 
or sectors (such as tunnels and Integrated Rescue System 
(IRS) or energy) and between subsectors and sectors (such 
as road transport and energy). The links at both levels 
within the critical infrastructure system are illustrated in 
Figure 1.
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The links between the individual subsystems are de-
termined by the intensity of these links, which define the 
extent of their interaction. The intensity of links can be 
designated based on different determinants. The main 
ones are the type of link, state of the link, level of link, 
temporal characteristic of link, the substitution of link and 
structure of link (Brabcova et al. 2018).

Rinaldi et al. (2001) define 4 types of links: (1) physi-
cal, (2) cyber, (3) geographic, and (4) logical. 2 subsystems 
have a physical link if each state is dependent on the mate-
rial output(s) of the other. Subsystems have the cyber link 
if their state depends on information transmitted through 
the information infrastructure. Subsystems have the geo-
graphic link if a local environmental event can create state 
changes in all of them. 2 subsystems have the logical link 
if the state of each depends on the state of the other via 
a mechanism that is not a physical, cyber, or geographic 
connection. Dudenhoeffer et al. (2006a) offer a different 
view of categorising links that differentiate between physi-
cal, geospatial, policy, and informational links. Lee et al. 
(2007) and Zhang, Peeta (2011), amongst others, define 
their types of links.

The state of the link means the way that 2 subsystems 
influence each other. There are essentially 2 states of link: 
(1) dependency, and (2) mutual dependency (Rinaldi et al. 
2001). Dependency means that subsystem A is dependent 
on subsystem B, whereas subsystem B is not dependent 
on subsystem A. Mutual dependency means two-way de-
pendency, i.e., subsystem A is dependent on subsystem 
B, and subsystem B is also dependent on subsystem A. 
Pederson et al. (2006) further categorise the level of de-
pendency as high, medium and low. Rehak et al. (2016) 
add influence to the 2 specified types of links: (1) depend-
ency, and (2) mutual dependency. Influence means that 
subsystems A and B are not dependent on each other, but 
they can positively or negatively influence each other.

In their article, Brabcova et al. (2018) give other vari-
ables defining the link between subsystems – the level of 
the link, time characteristic of the link, the substitution 
of the link and structure of the link. The level of the link 
indicates the level of critical infrastructure on which the 
link is present. As a result, there is a distinction between 
the system, sector or subsector link (Setola, Theocharidou 
2016). The system level indicates a link representing the 

dependency or influence of sectors in the context of the 
entire critical infrastructure system (such as the depend-
ence of the IRS on the road infrastructure). At the sectoral 
level, this links the dependence or influence of subsectors 
within a given sector of the critical infrastructure (e.g., 
the influence of disruption to the road infrastructure on 
railway transport). The subsectoral level indicates a link 
representing the dependency or influence of individual el-
ements within a given subsector (such as the dependence 
of a motorway on a motorway bridge or the influence of a 
motorway failure on the surrounding roads).

The time characteristic of a link designates the time 
segment over which a link must act between subsystems 
to ensure their full functioning (Stergiopoulos et al. 2016). 
Thus, it is possible to designate a continuous, periodic and 
emergency link. A continuous link indicates the need for 
the continuous link of subsystems. In contrast with this, a 
periodic link occurs at the right time intervals. An emer-
gency link is active only during specific events or upon 
demand when needed.

The substitution of a link represents replacing an origi-
nal link with a different one (Ouyang 2014). The absence 
of a substitution link means the greater intensity of the 
evaluated link. The existence of such a substitution link, 
such as a backup electricity source, decreases the intensity 
of the link.

The structure of the link indicates the interconnection 
of the link. There is a distinction between a direct link 
and an indirect link via one node and an indirect one via 
2 nodes (Rinaldi et al. 2001). In the case of a direct link, 
the influencing subsystem directly impacts the depend-
ent subsystem (e.g., the influence of electricity on railway 
transport). An indirect link via 1 or 2 nodes indicates an 
indirect impact (such as the influence of electricity on 
road transport via railway transport).

Subsystems are divided into influential or dependent 
based on the existence and direction of a link’s impact (Re-
hak et al. 2018). An influential subsystem affects another 
concrete subsystem. In contrast, a dependent subsystem 
is subordinated to another subsystem. When performance 
is disrupted due to cascading failures, this is a situation 
where the performance of the influential subsystem is dis-
rupted, resulting in a disruption to the performance of the 
dependent subsystem (e.g., a disruption to the electricity 
supply will have a negative impact on traffic on electrified 
railway tracks).

2. Dependent subsystems of road infrastructure

Road infrastructure constitutes a significant part of the 
transportation system, determining the quality of land 
transport in the country. The functioning of modern 
transport infrastructure is characteristic of developed 
states, as shown, e.g., by research (Schwab 2019). The sig-
nificance of the transport infrastructure (in particular the 
road infrastructure) is also reflected in the military sec-
tor ensuring state security (Vlkovský et al. 2017; Brunclik 

Figure 1. Links in the critical infrastructure system
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et al. 2018). The transport infrastructure serves primar-
ily for the mobility or logistics. It also allows the other 
core branches’ effective operation that it influences (i.e., 
dependent subsystems).

Dependent subsystems of the road infrastructure can 
be identified by using several methods that reveal the 
links between subsystems. In addition to methods utilis-
ing software tools (Setola, Theocharidou 2016; Casalicchio 
et al. 2010; Dudenhoeffer et al. 2006b), one of the methods 
for identifying interconnections can also be used. One of 
these is the method of a qualitative risk analysis utilising 
correlations of risks (Pacinda 2010). The method was de-
signed to identify the interconnections between potential 
risks in the industry. However, after a modification, it is 
also possible to use the method to reveal the intercon-
nections between critical infrastructure subsystems and 
identify their dependence on road transport.

This article is sufficient to perform certain steps of the 
KARS (method of a qualitative risk analysis utilizing cor-
relations of risks; in Czech: Kvalitativní Analýza Rizik s 
využitím jejich Souvztažností) method (Pacinda 2010). The 
foundation is the compilation of a table where the critical 
infrastructure subsystems will be located (Table 1). In this 
step, important critical infrastructure subsystems were se-
lected, for which a certain connection to road transport 
can be assumed, either dependent or influential. These 
critical infrastructure subsystems have been identified us-
ing factors influencing the performance of critical trans-
portation infrastructure elements (Patrman et al. 2019). 
A total of 8 subsystems were identified – road transport, 
electricity, water supply, railway transport, IRS, healthcare, 
Information and Communication Technologies (ICT), 
and fossil fuels and their products. Links between them 
were sought out in the analysis. When the values 1 (yes) 
and 0 (no) were filled in, a procedure was applied depend-
ing on whether disruption to performance of subsystem Si 

could disrupt the performance of subsystem Sj but where 
the subsystem cannot influence itself – “×”. Then the val-
ues in horizontal and vertical directions of all subsystems 
were added together.

Based on the sum of the values, the coefficients of ac-
tivity CA⋅Si and passivity CP ⋅Sj were calculated for the indi-
vidual subsystems (Table 2). These show what percentage 
of the specified subsystems is influential in terms of the 
monitored subsystem (coefficient of activity) and which 
percentage is dependent (coefficient of passivity). The 
equations for calculating the coefficients are as follows:
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The results of the KARS method show that the de-
pendent subsystems of the road transport infrastructure 
are the water supply, railway transport, IRS, and health-
care. Thus, from the calculation of the coefficients of ac-
tivity and passivity, it is seen that (concerning the speci-
fied subsystems) road transport is more of a dependent 
( )71.4%P jC S⋅ =  rather than influential ( )57.1%A iC S⋅ =  
subsystem, but the disruption to the performance of their 
elements would influence more than half of the specified 
subsystems.

3. Defining performance of road  
infrastructure elements

We can monitor and assess performance in 2 essential areas 
in road transport: (1) vehicle transport performance, and 
(2) transport infrastructure capacity (Patrman et al. 2019).  

Table 1. Interconnection of selected critical infrastructure subsystems

Subsystems Sj

1 2 3 4 5 6 7 8 Si 

Subsystems Si  

1 Road transport × 0 1 1 1 1 0 0 4
2 Electricity 1 × 1 1 1 1 1 0 6
3 Water supply 0 1 × 0 0 1 0 0 2
4 Railway transport 1 1 0 × 0 0 0 0 2
5 IRS 1 0 0 0 × 1 0 0 2
6 Healthcare 0 0 1 0 0 × 0 0 1
7 ICT 1 0 0 1 1 1 × 0 4
8 Petroleum 1 1 0 1 1 0 0 × 4

Sj 5 3 3 4 4 5 1 0 25

Table 2. Coefficients of activity and passivity

Subsystem Si 1 2 3 4 5 6 7 8
Coefficient of activity CA⋅Si [%] 57.1 85.7 28.6 28.6 28.6 14.3 57.1 57.1
Coefficient of passivity CP ⋅ Sj [%] 71.4 42.9 42.9 57.1 57.1 71.4 14.3 0
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Vehicle transport performance is assessed for people mo-
bility and goods transportation. In the case of mobility, 
performance means the transport of one person over a 
distance of one kilometre and is calculated as the param-
eter of transport performance (i.e., the distance driven by 
a given vehicle), and the number of persons transported 
[p-km]. In the case of goods transport, the transport per-
formance represents the transport of one ton of goods 
over a distance of one kilometre. It is calculated as the 
product of the transport performance and weight of load 
[t-km] (Ramanathan 2004).

This text’s 2nd and core area is transport infrastructure 
constructions, where their transport capacity (Levinson, 
Kanchi 2002) and traffic volume (Findley et al. 2015) are 
assessed. Capacity is most often designated for sections of 
road, tunnels or bridges. The volume is then measurable 
on-road and motorway sections. Both quantities can theo-
retically be applied to other road infrastructure buildings. 
Transport infrastructure capacity is defined as the maxi-
mum sustainable passage of traffic over a certain period 
under given road and transport conditions. In contrast 
with this, traffic volume expresses the number of vehicles 
passing through a given road section over a specific unit 
of time (Cools et al. 2010; Ledvinová 2008).

The transport infrastructure capacity can be classified 
as design, strategic, and operational (ToL 2013). The de-
sign capacity represents the maximum number of vehicles 
that pass smoothly through a certain point or section un-
der ideal conditions. The strategic capacity represents the 
maximum number of vehicles that pass smoothly through 
a certain point or section under the most frequently oc-
curring road, traffic and control conditions at the given 
place. The operational capacity represents the capacity 
with the absence of traffic density in such an amount as 
would cause groundless holdups, danger or restrictions 
of drivers’ freedom, this being under the most frequently 
occurring road, traffic and control conditions at the given 
place.

4. Assessment of impacts on dependent 
subsystems arising from disruption to the 
performance of road infrastructure elements

The impacts arising from a disruption of these elements 
may spread in 3 directions: (1) remain in the critical in-
frastructure system, or (2) impact inhabitants, and (3) the 
environment. This article deals only with the cascading 
impacts in the critical infrastructure system, so it will not 
look at social and environmental impacts.

There may be a cascading spread of effects in the 
critical infrastructure system in the case of existing links 
between road infrastructure elements and other critical 
infrastructure subsystems (Rehak et  al. 2018). How the 
effects cascade to other dependent subsystems depends 
on the components and their variables. These components 
can be divided into 3 primary groups: (1) the depend-
ent subsystem, (2) the link, and (3) the type of disruptive 
event. Figure 2 shows the components and variables influ-
encing the cascading spread of a disruption to the perfor-
mance of road infrastructure elements on their depend-
ent subsystems. The dependent subsystems are marked in 
blue, while the green line indicates their connection to the 
influential element of the road infrastructure. The solid 
line shows the link in the normal state, while the dashed 
line indicates the link affected by the event in which the 
performance of the road infrastructure element was dis-
rupted (red).

4.1. Assessing the resilience  
of dependent subsystems

One variable element of dependent subsystems is their re-
silience. The resilience of a subsystem is designated as the 
ability to overcome extraordinary events and maintain its 
functionality during their impact and thus stop a crisis 
situation from occurring (Rogers et al. 2012; Labaka et al. 
2016; Rehak et al. 2019). It is thus an ability that helps main-
tain its performance element at the highest possible level.  

Figure 2. Influence of disruption to performance of road infrastructure elements to dependent subsystems
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The resilience of the dependent subsystems can be meas-
ured using specific methods. Precisely, these methods as-
sess the static resilience of critical infrastructure elements 
(Simonovic, Arunkumar 2016). This resilience assessment 
method provides information about the level that the ele-
ment reaches before the impact of the disruptive event.

Specific resilience assessment methods include the 
Converged Resilience Assessment (CRA) method (Hro-
mada et al. 2021). This method serves to determine the 
resilience metric for critical electrical engineering infra-
structure elements based on converged safety, which com-
bines physical, cybernetic and operational safety. Another 
method in this area is the Assessing and Strengthening Or-
ganisational Resilience (ASOR) method (Rehak 2020). Its 
essence lies in determining the level and strengthening the 
organisational resilience of a critical infrastructure entity. 
Here the overall value of organisational resilience equals 
the weighted average of the resilience metric of 3 areas: 
(1) risk management, (2) educational and development 
processes, and (3) organisational innovation processes.

Rehak et al. (2019) presented the Critical Infrastruc-
ture Elements Resilience Assessment (CIERA) method, 
which serves as a complex assessment and designation of 
a selected element’s resilience metric. The designation of 
the overall resilience metric here is based on the value of 
an average of 3 components: (1) robustness, (2) renew-
ability, and (3) adaptability – and each of these compo-
nents is determined by several variables. Cai et al. (2018) 
presented a method for designating the availability-based 
engineering resilience metric. In this method, the resil-
ience metric is designated based on dynamic Bayesian 
networks in which there are 2 basic types of resilience 
properties: (1) performance-related, and (2) time-related. 
Kozine et al. (2018) also focused on the area of assessing 
the resilience of critical infrastructures. In their work, they 
presented the READ framework for the procedure of their 
evaluation. The framework consists of 3 steps on which 
the actual resilience evaluation is based: (1) specification 
of system, (2) characteristic of system, and (3) resilience 
evaluation, and each step includes certain processes. The 
essence of the evaluation is an assessment of the current 
and required resilience metric, which is broken down into 
the preventative, absorptive, adaptive and restorative abil-
ity of the given elements.

Nan and Sansavini (2017) also focused on this area, 
and for these purposes in their work, they presented a 
quantitative method for assessing the resilience of de-
pendent subsystems. It is based on 2 elements: (1) an in-
tegrated metric for quantifying resilience and (2) hybrid 
multilayer modelling that reflects and quantifies the sys-
tem’s performance throughout the mutual dependencies. 
In this case, resilience is quantified based on the level of 
the provided performance of the subsystem in 4 phases: 
(1) the initial phase before the disruption of performance, 
(2) the phase during the disruption of performance, (3) 
the restoration phase and the phase with a new, (4) steady 

level of provided performance. In his publication, Prior 
(2015) presents a set of indicators that can measure the 
resilience metric of critical infrastructure. They divided 
the indicators into 2 groups: (1) indicators relevant before 
the start of the disruptive event impacting critical infra-
structure and (2) indicators that offer information after 
such an event has occurred. The last of the presented suit-
able methods for designating the resilience metric is the 
Resilience Measurement Index (RMI) method (Petit et al. 
2013). The actual resilience here consists of 4 components: 
(1) readiness, (2) alleviation measures, (3) responsive-
ness, and (4) recoverability. Each of the components then 
branches off into components of the 2nd and 3rd levels. 
The calculation of the resultant resilience metric is based 
on a weighted average of the resilience values of the indi-
vidual components.

It can be seen from the methods described that sev-
eral components determine the resilience of a subsystem. 
These components are resistance, robustness, recoverabil-
ity, and adaptability, which were most frequently present 
in the specified methods (NIAC 2009; Rehak et al. 2020; 
Hromada et al. 2021). Each of the components is charac-
terised by a particular ability of the subsystem. Resistance 
is the ability of a subsystem to prevent the incidence of 
a disruptive event, including the disruption of its perfor-
mance. It is preventative, the influence of which is mani-
fested before the disruption of performance. Robustness 
is a subsystem’s ability to absorb the impacts caused by a 
disruptive event. These impacts can be absorbed by the 
timely identification and handling of a disruptive event. 
Renewability is the ability of a system to restore its ac-
tivity to the original (required) level of provided services 
after the end of the impacts of a disruptive event. It can 
be regarded as a certain type of repairability of the subsys-
tem. Adaptability is the ability of a critical infrastructure 
subject (i.e., an organisation) to prepare the subsystem 
for the repeated occurrence of a disruptive event that has 
occurred before. It represents the organisation’s dynamic 
ability (with long-term effect) to adapt to the changed 
situation. As the subsystem’s resilience metric increases, 
so increase the ability to resist and deal with the impacts 
of a disruptive event.

The presented methods are characterised by the fact 
that certain facts can be deduced from them. They can be 
divided into several groups depending on the content. The 
1st group is the area on which the given method focuses. 
So, the methods can focus on electricity (Hromada et al. 
2021), organisational resilience (Rehak 2020), technical 
resilience (Cai et al. 2018), associated infrastructure (Nan, 
Sansavini 2017) or critical infrastructure in general (Re-
hak et al. 2019; Kozine et al. 2018; Prior 2015; Petit et al. 
2013; NIAC 2009). Moreover, it is possible to comprehen-
sively evaluate these methods for just one resilience com-
ponent or resilience. Some of the methods are indexed, 
some require or recommend to assess the resilience of a 
software tool.
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Out of the list of methods given, the CIERA method 
(Rehak et al. 2019) appears significant based on the de-
scribed criteria. This method allows the assessor to con-
duct a clear and comprehensive evaluation of a selected 
element’s resilience using a point evaluation of the desig-
nated determinants. Its application is not dependent on 
the use of any software tool. The essence of the method is 
applying an unambiguously designated evaluation process 
based on which output is achieved in the form of the over-
all resilience metric of the given element. In addition, the 
resultant evaluation can be used to identify weak points in 
which it is necessary to strengthen resilience.

4.2. Assessment of intensity of the link

The intensity of a selected element of road transport is 
a variable component determining the link between that 
element and the dependent subsystem. The intensity of a 
link expresses the level, dependence or mutual depend-
ence between 2 critical infrastructure elements. Authors 
studying the evaluation of links between different criti-
cal infrastructure subsystems use various approaches to 
evaluating link intensity in their publications. The follow-
ing approaches, in particular, are the most important in 
the given area.

In their article, Brabcova et al. (2018) assess the inten-
sity of links according to a weighted average of 6 deter-
mining variables: (1) type, (2) state, (3) level, (4) temporal 
characteristic, (5) substitution, and (6) structure. Cimel-
laro (2016) assesses the intensity of links using a matrix 
representing the degree of individual links between sub-
systems. The core information is the type of failure and 
the importance factor. In their publication, Carhart and 
Rosenberg (2016) give a framework for characterising the 
dependencies of infrastructures. In their evaluation of the 
intensity of the link, they work with 12 variables defining 
it: (1) directionality, (2) order, (3) coupling, (4) location, 
(5) type, (6) interaction type, (7) functionality, (8) neces-
sity, (9) outcome, (10) life-cycle impact stage, (11) geo-
graphic scale, and (12) sectoral scale.

Petit et al. (2015) assess the link intensity based on in-
teractions (in direction, internal, against direction), classes 
(physical, cybernetic, logical, geographical) and dimen-
sions (operating environment, strength of interaction and 
response, type of failure, characteristic of infrastructure, 
operational state). Setola et al. (2009) assess the intensity 
of a link based on the seriousness in the case of a failure of 
an influencing subsystem over a specific period (less than 
1 h, 1…6 h, 6…12 h, 12…24 h and 24…48 h). McDan-
iels et al. (2007) presented a framework for characterising 
infrastructure failure interdependencies. In characterising 
dependencies, they focused on 4 values influencing the 
impacts of a potential subsystem disruption and thus de-
fining the link intensity. These values are (1) the duration 
of the disruption, (2) seriousness of disruption, (3) ter-
ritorial scope of disruption, and (4) number of impacted 
persons. Zimmerman and Restrepo (2006) offer a different 

view of the evaluation of links. Their article groups the 
influencing subsystems according to significance, which 
is derived from the condition caused by the disruption of 
performance by one concrete subsystem compared with 
the disruption of performance by the other subsystems.

During an examination of the individual approaches, 
it became evident that some of them assess link intensity 
only based on one determinant (i.e., duration of failure). 
In contrast, others assess intensity based on several deter-
minants (such as type of link, duration of failure or ter-
ritorial scope of disruption). Some approaches allow only 
a qualitative assessment of links, whereas others focus on 
a quantitative evaluation. Most of the approaches can be 
applied to an assessment of the intensity of links between 
different infrastructures. Concerning the time demands 
and gaining of the necessary data, it is possible to split 
the specified approaches into time-demanding and oth-
ers that can be applied without demanding data gathering.

Based on these criteria, one can state that the Brabcova 
et al. (2018) approach is a suitable method for assessing 
link intensity. This approach defines 6 determinants of link 
intensity: (1) type of link, (2) state of the link, (3) level of 
link, (4) temporal characteristic of link, (5) the substitu-
tion of link, and (6) structure of link. This method is suit-
able for quantifying the links between selected elements 
by assigning points to each of the 6 determinants. Its ad-
vantage is the relative simplicity and low time demands, 
whilst at the same time, the required evidentiary value is 
preserved. The resultant percentage level of the link inter-
prets the extent to which the assessed elements are linked.

4.3. Assessment of disruptive event intensity

Just as in the case of link assessment, intensity is a signifi-
cant variable component for evaluating a disruptive event. 
The intensity of a disruptive event indicates how much the 
performance of the given element will be reduced. The re-
duction can express this in the capacity of a given element 
(e.g., a tunnel). It will be based on its optimal capacity. 
The result may then be presented in percent, e.g., an 80% 
performance reduction.

The approaches of various authors to this matter were 
studied to define the determinants of a disruptive event’s 
intensity (see below). The results of this analysis show that 
none of the authors deals directly with an assessment of 
a disruptive event’s intensity as a whole, and they tend to 
look at its individual determinants, which are in particular 
the type and duration of a disruptive event, the impacted 
territory and number of people impacted by a failure. The 
following overview explains the determinants themselves 
and the approaches that mention these determinants.

The type of disruptive event means an event that 
disrupts the performance of the given element (such as 
damage to the road tunnel). Disruptive events are typically 
divided into events of a naturogenic and anthropogenic 
nature. The Peril Classification (IRDR 2014), e.g., gives an 
overview of naturogenic events. It classifies naturogenic 
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perils in 6 sub-categories: (1) geophysical (e.g., earthquake 
and volcanic activity), (2) hydrological (e.g., flood and 
landslide), (3) meteorological (e.g., storms and extreme 
temperature), (4) climatological (e.g., drought and wild-
fire), (5) biological (e.g., animal incident and disease), and 
(6) extraterrestrial (e.g., impacts and space weather).

In his book, Rodrigue (2020) divides naturogenic dis-
ruptive events into 4 sub-categories, which are: (1) extreme 
weather events (such as floods, cyclones, tornadoes), (2) ge-
ophysical (such as tectonic activity, earthquakes, tsunamis), 
(3) geomagnetic storms or (4) sea level. He divides anthro-
pogenic threats into intentional and unintentional, includ-
ing traffic accidents, infrastructure failure (e.g., insufficient 
or poor maintenance, shortcomings in design documenta-
tion), conflicts, terrorism, piracy (such as wars, civil dis-
order) and economic and political shocks and pandemics.

Researchers in AllTraIn (2015) project offer an over-
view of disruptive events threatening specific road infra-
structure. They categorise naturogenic threats as meteoro-
logical, geophysical, gravitational, hydrological and other. 
They only distinguish between intentional and uninten-
tional anthropogenic events. Naturogenic and anthro-
pogenic disruptive events also include cascading threats 
spreading through critical infrastructure subsystems. Re-
hak et al. (2019) classify cascading threats as technogenic 
threats along with process-technological threats. An over-
view of the methods suitable for evaluating cascading ef-
fects is given in the introduction to the article.

The duration indicates how long the disruptive event 
will negatively impact the impacted road infrastructure. It 
can last minutes, hours or days. The duration of a disrup-
tive event impacting road infrastructure is summarised, 
e.g., in the works of Voumard et al. (2018), Postance et al. 
(2017), Keller and Atzl (2014), Marzocchi et al. (2012).

Another determinant of a disruptive event’s inten-
sity is the impacted territory, and the area of this terri-
tory is fundamental. It can range from units to thousands 
of square kilometres. The area of an impacted territory 
has been evaluated by Papilloud et al. (2020), Armenakis 
et al. (2017), De Moel et al. (2015), and Foudi et al. (2015), 
amongst others.

The last of the specified determinants is the number 
of people impacted by a disruptive event. This indicates 
the number of people whose lives are negatively impacted 
by the given disruptive event. This may range from single 
figures to hundreds of thousands of people. Calka et al. 
(2017), Jacobsen et  al. (2016), Theocharidou and Gian-
nopoulos (2015), and Quinn (2013) have all researched 
the number of people impacted during an evaluation of 
disruptive event intensity impacting road infrastructure.

Based on the aforementioned, one can assume that it 
is a good idea to proceed primarily based on 2 approaches 
when assessing the intensity of a disruptive event; the 1rst 
(AllTraIn 2015) can be used to define naturogenic and an-
thropogenic threats that can cause a disruptive event dis-
rupting the performance of road infrastructure, whereas 
the 2nd (Rehak et al. 2019) can be used to define techno-
genic threats.

4.4. Comprehensive approach to impact assessment

Based on the aforementioned methodological analysis, 
there is a presentation below of a comprehensive ap-
proach to assessing the impacts of a disruption to the per-
formance of road infrastructure elements on dependent 
subsystems. This approach was created by the article’s au-
thors and serves as a quantitative assessment of the level of 
impacts arising from a disruption to a critical road infra-
structure element and an assessment of its further spread 
to the critical infrastructure dependent subsystems. The 
structural classification of the individual steps of the ap-
proach for assessing impacts, including the commensurate 
methodology, is presented in Figure 3.

Step 1: Selection of influential element  
of road infrastructure
As part of the step 1, one must select the influential ele-
ment of road infrastructure to be assessed. There are 2 ways  
to select the influential element: (1) is a personal selec-
tion by an evaluator based on knowledge of the specific 
element, i.e., without using any tool, and (2) is a selec-
tion of the influential element using acceptable methods. 
It is good to use the assessment of critical infrastructure 
elements in transport (Dvořák et  al. 2017) method for 
this purpose. This method serves to identify critical ele-
ments of road and rail transport. Identifying critical ele-
ments serves as the basis for ensuring that the given ele-
ment may be an element influencing other subsystems. 
The advantage of this method is its usage simplicity and 
the possibility of application to elements of both local and 
national significance. The identification is based on the 5 
following phases: (1) selection of surface transport sub-
sector, (2) analysis of critical elements and identification 
of typological elements, (3) definition and application of 
sectoral criteria, (4) definition and application of cross-
sectoral criteria, (5) assessment of whether the element 
meets at least one cross-sectoral criterion and drawing up 
a list of potential critical infrastructure elements. It is then 
possible to select the relevant influential critical element of 
road infrastructure from the resultant list.

One essential part of the identification is the 3rd phase 
of the process, in which the criteria must be defined sen-
sitively. For the definition of the sectoral criteria, the au-
thors recommend the use of input data based on these  
5 criteria: (1) transport performance of element (intensity 
and density of transport and capacity of element), (2) size 
of the structure, (3) renewal requirements (financial costs 
and timeline), (5) material value and economic impact 
(costs for travel and environmental damage).

Step 2: Identification of dependent subsystems
After the influential element has been selected, the de-
pendent subsystems are identified. It is a good idea to use 
the KARS method for this (Pacinda 2010). This is a simple 
method for identifying interconnections of subsystems in 
a critical infrastructure system. The method and its appli-
cation are presented in detail in part 2 of this (our) article. 
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Step 3: Identification of specific dependent element
In this step, selecting the specific element to be assessed 
out of the identified dependent subsystems is necessary. 
A prerequisite for selecting the relevant element is its sig-
nificance in terms of the other elements, but this is not 
a requirement. For this reason, it is a good idea to use the 
CARVER2 (abbreviation is explained below) method (Gi-
annopoulos et al. 2012), a modified version of an original 
military method, for the rapid, easy identification of a rel-
evant dependent element. The method serves for the sub-
jective evaluation of the significance of the evaluated ele-
ments, and it can also be applied to critical infrastructure 
elements. When applying this method, there is an evalua-
tion of criticality (C), accessibility (A), recoverability (R), 
vulnerability (V), espyability (E) and redundancy (R). A 
point value (1…10) is assigned to the specified criteria. 
The sum of these values gives the resultant significance 
value, based on which the relevant dependent element is 
selected for further assessment.

Step 4: Assessment of dependent element resilience
The next step is an assessment of the selected dependent 
element’s resilience. It is good to use the CIERA method 
(Rehak et al. 2019) for this. This method was developed 
with a specific focus on critical infrastructure elements, 

and it gives a clear overview of the given element’s resil-
ience and designates its metric. The designation of the 
overall resilience metric is based on the average of the 
values of 3 components: (1) robustness, (2) recoverabil-
ity, and (3) adaptability. Each of the components is de-
termined by several variables and their measurable items. 
Point values and weightings are assigned to the individual 
variable items, and the resultant values of the 3 aforemen-
tioned components are derived from them. The total resil-
ience metric is calculated according to equation:

1 1 1

1 1n n m

j k k
j j k

RE K V w
n n

= = =

= ⋅ = ⋅ ⋅∑ ∑∑ ,  (3)

where: RE – critical infrastructure element resilience [%]; 
Kj – jth critical infrastructure element resilience compo-
nent [%]; n – total number of resilience determining com-
ponents; Vk – kth critical infrastructure element resilience 
variable [%]; wk – kth normalized weight of the kth varia-
ble resilience of the critical infrastructure element 0;1 

  
; 

m – total number of variables in the jth component.

Step 5: Assessment of intensity of link  
between evaluated elements

In the step 5, the intensity of the link between the influ-
ential and dependent elements is assessed. It is good to 

Figure 3. A comprehensive approach to assessing impacts of disruption to performance 
of road infrastructure elements on dependent subsystems
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proceed based on the article (Brabcova et al. 2018) when 
evaluating the links between the elements. In this article, 
the authors give the 6 determinants of link intensity: (1) 
type, (2) state, (3) level, (4) temporal characteristics, (5) 
substitution, and (6) structure. Each determinant is as-
signed a point value 1…3 (Table 3), and their weighting 
coefficients are also designated: type (0.23), state (0.23), 
level (0.17), temporal characteristic (0.15), substitution 
(0.12), and structure (0.10). According to equation, the 
link intensity is calculated, and the resultant link intensity 
value is expressed in [%]:

 max1

100%n

i i
ii

LI C w
C

=

= ⋅ ⋅∑ ,  (4)

where: LI – intensity of the link between the evaluated ele-
ments [%]; Ci – point value of the ith criteria; n – number 
of criteria; wi – normalised weight of the ith criteria [%]; 
Ci max – maximum point value of the ith criteria.

Step 6: Assessment of disruptive event intensity
An intensity assessment must also be performed on a 3rd 
component influencing the spread of a cascading effect 
in a critical infrastructure system, which is a disruptive 
event. The intensity assessment must be performed based 
on the evaluations given in Section 4.3 of this article. It is 
evident from the output of this part of the article that the 
determinants for evaluating the intensity of a disruptive 
event are its type, duration, impacted territory, and the 
number of people impacted by the failure. The process for 
assessing a disruptive event intensity takes its inspiration 
from assessing link intensity in the preceding step (Brab-
cova et  al. 2018). Each determinant is assigned a point 
value 1…3 (Table 4), and their weighting coefficients are 
also designated.

An overview of the naturogenic, anthropogenic and 
technogenic threats and their determinants, including 
their point values, is given in Table 5. The given naturo-
genic and anthropogenic threats are based on the defined 
threats to road infrastructure (AllTraIn 2015). The tech-
nogenic threats are based on the classification of threats, 
according to Rehak et  al. (2019). The weighting coeffi-
cients for the individual determinants were calculated us-
ing Saaty’s pairwise comparison method (Saaty 1977), and 
their values are as follows: type of disruptive event (0.12), 
duration of the disruptive event (0.23), affected area (0.42), 
and affected people (0.23). The disruptive event intensity 
is calculated according to equation, and the resultant link 
intensity value is expressed in [%]:

 max1

100%   
n

i i
ii

DEI C w
C

=

= ⋅ ⋅∑ ,  (5)

where: DEI – intensity of the disruptive event [%]; Ci – 
point value of the ith criteria; n – number of criteria; wi – 
normalised weight of the ith criteria [%]; Ci max – maxi-
mum point value of the ith criteria.

Step 7: Designating level of impacts of disruption 
to performance of influential element on relevant 
dependent element
The step 7 in the evaluation is designating the level of im-
pacts of disruption to the performance of the influential 
element on the relevant dependent element. This is per-
formed based on a calculation according to equation:

( )100%
3

RE LI DEI
IML

− + +
= ,  (6)

where: IML  – level of impacts [%]; RE  – critical infra-
structure element resilience [%]; LI – intensity of the link 
between the evaluated elements [%]; DEI – intensity of the 
disruptive event [%].

Table 3. Determinants and point values of link intensity

Criteria determining link intensity Ci
Point 
value

Type of link

physical link 3
geospatial link 2
cybernetic link 2
logical link 1

State of link
mutual dependence 3
dependence 2
influence 1

Level of link
system link 3
sector link 2
subsector link 1

Substitution of 
link

no substitute link exists 3
only one substitute link exists 2
2 or more substitute links exist 1

Temporal 
characteristic 
link

uninterrupted 3
periodic 2
stand-by 1

Structure of 
link

direct 3
indirect across one node 2
indirect across 2 or more nodes 1

Table 4. Criteria of disruptive event intensity determinants  
and their point values

Criteria determining the intensity  
of disruptive event Ci

Point value

Type of 
disruptive event

naturogenic
from Table 5anthropogenic

technogenic

Duration of a 
disruptive event

days 3
hours 2
minutes 1

Affected area
over 100 km2 3
10…100 km2 2
up to 10 km2 1

Affected people
over 1000 3
100…1000 2
up to 100 1
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The resultant level of impacts is expressed in percent-
age, where the dependent element resilience, the intensity 
of link between the elements, and intensity of the dis-
ruptive event have the same weight. The specified deter-
minants and their point values can be adjusted for each 
evaluator’s own needs.

In the case of the low resilience of a dependent subsys-
tem towards the cascading of impacts caused by a disrup-
tion to the performance of road infrastructure elements, 
its performance will be disrupted. The scope of this dis-
ruption will be derived from the aforementioned compo-
nents and variables. In the case of dependent subsystems 
of road infrastructure (i.e., water supply, railway transport, 
IRS, and healthcare), there may be the following scenarios 
of performance disruption:

»» damage to water pipes caused by the collapse of the 
road section;

»» a delay in train transport due to a traffic accident on 
the level crossing;

»» the delayed arrival of IRS units at the scene of an ac-
cident because a road section was impassable;

»» care for injured and sick patients in a worse state due 
to delayed transportation to a medical facility.

This list of possible scenarios resulting from disruption 
is merely illustrative, and in reality, there may be various 
causes that can also result in cumulative disruption. In 
addition to the impact on other subsystems, a disruption 
to the performance of a certain element of road infra-
structure often impacts other dependent elements of road 
infrastructure, especially if they intersect (such as tunnel 
and intersecting motorway section).

Table 5. Point values of naturogenic and anthropogenic 
disruptive events

Criteria determining type of disruptive event Ci
Point 
value

N
at

ur
og

en
ic

Meteorological 
hazards

extreme wind 2
extreme rainfall 2
extreme snowfall 3
snow drift 3
sand drift 1
storm surge 1
icing 2
lightning 1
sandstorm 1
fog 1
hail 1
extreme high temperatures 1
extreme low temperatures 1

Geophysical 
hazards

earthquake 3
ground deformation/
displacement 3

ground subsidence 2
soil liquefaction 2
sinkhole 2
tsunami 3
lava flow 3
lahar 2
ash cloud 2

Gravitational 
hazards

avalanche 3
debris flow 3
shallow landslides 2
deep-seated landslides 3
rock fall 2
rock collapse 3
cliff fall 3

Hydrological 
hazards

river flood and lake 
overflow 3

flash flood 3
urban flood 3
groundwater flood 2
outburst flood 3

Other hazards

toppled trees 2
wildfire 2
magnetic storm 1
blackout 2
rodents 1
crossing animals 1

Criteria determining type of disruptive event Ci
Point 
value

A
nt

hr
op

og
en

ic

Only 
intentional

ramming 2
sabotage 2
theft 2
cyber attack 2

Only  
unintentional

excessive vehicle 
dimensions 2

excessive vehicle weight 2

Intentional/
unintentional

blockade 2
fire 2
explosion 2
hazardous release 2

Te
ch

no
ge

ni
c

Cascading 
threats

large extent 3

medium extent 2

small extent 1

End of Table 5
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Conclusions

The road transport infrastructure is a core subsystem of 
critical infrastructure. A disruption in the performance 
of the elements that it includes can impact other subsys-
tems. These elements are major motorway sections, tun-
nels, bridges, railway level crossings, and intersections. In 
addition to a disruption to performance, this may spread 
to other subsystems and negatively impact their perfor-
mance. In such cases, there is a cascading effect, where the 
disruption to the performance of the influencing subsys-
tem also reduces the performance of the dependent sub-
system. The spread of the cascading effect is conditional 
on the existence of links between subsystems.

In order to prevent the spread of cascading impacts in 
the critical infrastructure system, it is essential to know 
the dependent subsystems of these subsystems where the 
performance was disrupted. The dependent subsystems 
of road infrastructure include the water supply, railway 
transport, IRS, and healthcare, i.e., there are certain links 
between these subsystems and the road infrastructure. The 
scope of the cascading effects in the case of a disruption to 
influencing subsystems will be derived from certain com-
ponents and their variables. These components are disrup-
tive events (their intensity), links (their intensity), and the 
dependent subsystem’s resilience. Knowing this informa-
tion may help persons and bodies responsible for protect-
ing the relevant subsystems, e.g., predict the disruption to 
their performance. They can use this knowledge to draw 
up measures to strengthen the resilience of the operating 
elements.

For a comprehensive assessment of a situation, this 
article presents a newly-created approach to assessing 
impacts of disruption to the performance of road infra-
structure on dependent subsystems. The essence of this 
approach is a quantitative assessment of the level of im-
pacts arising from a disruption to a critical road infra-
structure element and an assessment of its further spread 
to the critical infrastructure dependent subsystems. The 
output from the evaluation is a percentage expression of 
the level of impacts on the relevant subsystem.

The authors’ subsequent research will focus on creat-
ing a comprehensive tool for predicting disruptions to the 
performance of the critical road infrastructure element. 
The framework for creating this tool will define the com-
ponents and variables influencing the disruption to the 
performance, identifying selected critical road infrastruc-
ture elements, their influential subsystems, and the appro-
priate methodology.
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